
CITY OF SALISBURY

WORK SESSION

NOVEMBER 5, 2012

Present

Council President Terry E. Cohen Council Vice-President Deborah S. Campbell

Councilwoman Laura Mitchell Councilman Timothy K. Spies

Absent

Mayor James Ireton, Jr.

Councilwoman Eugenie P. Shields

In Attendance

Assistant City Clerk Diane C. Nelson, CMG, City Administrator John Pick, ICMA-CM, Assistant City
Administrator Lore Chambers, Ph.D., City Attorney Mark Tilghman, Information Technology( IT)
Director Bill Garrett, Public Works Director Teresa Gardner, Public Works Deputy Director Amanda
Pollack, Neighborhood Services and Code Compliance (NSCC) Director Tom Stevenson, interested

Citizens, and Members of the Press.

The City Council convened in work session at 4: 30 p.m. in Conference Room 306 of the
Government Office Building.

Computer and Internet Use Policy for City

Information Technology Director Bill Garrett provided background information on the City' s current
Computer and Internet Use Policy adopted in 2004 in conjunction with Wicomico County
administering the network infrastructure, security and Internet connection; he noted changes
irnplemented at the City during 2012 that have allowed the City to access the Internet and control all
access and security to systems and services, independently from the County.

Given the City' s recent divestiture from the County, it is now appropriate for the City to control and
adopt its own new proprietary policy, reflective of current technology. Mr. Garrett submitted for
Council consideration, a resolution with an updated Computer and Internet Use Policy attached.

Discussion topics included:

1)  Wicomico County Policy; Maryland Municipal League (MML) model policies
2)  Internet Policy compared to other Employee Policies; Personnel Policy versus Departmental

Protocol Policy; supplemental relationship of Internet policy to other City policies
3)  Other documents used to craft the new policy
4)  Freedom of Speech issues in conjunction with regulating employee non-wark hours
5)  Timeframe for changing password
6)  Social networking sites as discussed in Sections 6. 16. 3 and b. 16. 4
7)  City Attorney to work with Department Heads to ensure proper understanding of managerial

discretion and limits when enforcing the policy
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Proposed amendments included:

1)  Section l, Line 2— insert" City" immediately before " business- related"
2)  Section 6. 16. 3. 3, Line 3 — replace " weaponry" with" tools of violence"

Council requests included:

1)  City Attorney to review document again to ensure it is legally enforceable and will not invite
litigation

2)  Assistant City Clerk to distribute copy of Wicomico County Policy to Council
3)  IT Director to forward examples of other policies to City Clerk for distribution to Council

Council consensus was to move this item forward by the end of month if requested information was
forthcoming in the next two weeks.

Virtual Private Network( VPN) Use Policy for City

Information Technology Director Bill Garrett reported that as part of the changes implemented at the
City during 2012, a new VPN server had been configured that will allow employees to work from
home or other remote locations. He summarized the benefits as well as the inherent security
vulnerabilities associated with a VPN. The advent of the VPN dictates the need for a Use Policy
outlining how the network is to be used as well as users' responsibilities for having up-to-date anti-
virus software and disallowing unauthorized use of their computers to access the City network.

Mr. Garrett submitted for Council consideration, a resolution with a VPN Use Policy attached.

Discussion topics included:

1)  Vulnerabilities with unsecure Wi-Fi connections

2)  Password protection for laptops and telephones

3)  Designating certain files as " work on only" with download of the file not permitted
4)  Section 2.4— hardware and anti- virus software specifications

5)  Person or Department responsible for authorizing VPN users; IT inspection of mobile device
prior to VPN access

Proposed amendments included:

In addition to Department Heads authorizing VPN access to City Staff, the IT Directar must
approve all users and all equipment

Council consensus was to move this item forward by the end of month along with the Computer and
Internet Use Policy; if subsequent changes and review of final documents can take place during.the
next two weeks, both policy resolutions could potentially go before Council at the November 26, 2012
Legislative Session.
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Memorandum of Understandin( MOU) with Department of Emer ency Services ( DES)—( re:

catastrophic events)

Public Works Director Teresa Gardner provided background information on the current working
relationship between the City of Salisbury and the Wicomico County DES, which includes Mr. Shipley
of the County Emergency Operations Center( EOC); Ms. Gardner then summarized key components of
the proposed MOU that will authorize the City of Salisbury, if able in the event of a disaster, to
provide water service to the DES and the citizens of Wicomico County.

Discussion topics included:

1)  The City' s ability to deny service at any time should it be detrimental to the City to provide
such service

2)  The City providing oversight of EOC staff and equipment but not committing City staffing
resources

3)  What access is available to the City should the City lose its water service
4)  Approval protocol— legislative, executive

5)  When there is limited or no Federal Disaster Assistance Program ( FDAP) reimbursement, the

City may bill for water provided; what about billing for other operational costs associated with
providing water service?

Proposed amendments included:

1)  Statement of Agreement 2, Line 1 — insert" by the Mayor on behalf of the City" between" the"
and " CS,"

2)  Statement of Agreement 3, Line 1 - insert language indicating CS will provide " oversight"
only

3)  Line 5 of the Resolution— insert" County' s" between" the" and " Department"

Council requests included:

City Attorney to review MOU for language in place or language needed to address DES
liability for damages should the City realize any damage as the result of providing water
service to the DES per the MOU

Council consensus was to move this item forward to either November legislative session if changes

discussed could be made and then reviewed by appropriate staff and the City Attorney by email, in
time for either session.

Briefin on Southside Pump Station

Public Works Director Teresa Gardner briefed Council on the Southside Pump Station Sanitary Sewer
Overflow (SSO) event that began late in the evening on September 24, 2012 by providing information
on the chronology of events, the causes leading to the SSO, the steps taken to prevent a reoccurrence,
and the costs associated with the SSO.
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President Cohen called for a brief recess at 5: 55 p.m. so Council could support the Candlelight Vigil
being held at 6: 00 p.m. on the steps of the Government Office Building (GOB) in remembrance of a
recent murder victim; President Cohen reconvened the Work Session at 7: 16 p.m.

Ordinance— providin for an alternate member on the Historic District Commission (HDC)

NSCC Director Tom Stevenson provided background information on House Bill 858 which became

effective June 1, 2012 and allows local jurisdictions to designate an alternate member to serve on the

HDC when any other member of the commission is absent; local jurisdictions are further allowed to
appoint a temporary alternate when the alternate is absent and unable to serve on the HDC.

Mr. Stevenson summarized that the additional appointments will help ensure a quorum when illness,
conflict of interest, or other circumstance renders a Commission member unable to attend and/ or to

participate at a specific HDC meeting; he then submitted the Ordinance for Council consideration.

Discussion topics included:

1)  Whether State Law allows appointment of temporary alternate ahead of time as opposed to last
minute; can there be a temporary alternate pool?

2)  Whether same 3- yr term, training, meeting preparedness, and availability will be required of the
alternate and temporary alternate as required of an appointed Commission member

3)  Establishing a succession plan for alternate and temporary alternate
4)  Current membership and training status of the HDC
5)  Whether the alternate/temporary alternate positions may be structured similarly to those of the

BZA since both are governed by Title 17—Zoning of the Municipal Code

Council requested a copy of the 2012 State Law, House Bill 858.

Council consensus was to move this item forward as soon as discussed changes could be incorporated

into the resolution, the resolution reviewed by City Staff, and the resolution reviewed by the City
Attorney to ensure compliance with State Law.

General Discussion/ Upcomin Agendas

A question was raised regarding the status of Council identification badges and swipe cards for the
building doors; Administration will follow up and report back to Council.

With no further business to discuss, the Work Session adjourned at 7: 34 p.m.       -

o., C
Assistant City Clerk

Council Pr dent
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